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SUBJECT: Plan to Reduce Collection and Use of Social Security Numbers

This memo communicates to the IPSC the University of Hawaii's existing plans to
reduce the collection and use of social security numbers.

The University of Hawaii has developed and adopted UH Executive Policy E2.214:
“Security and Protection of Sensitive Information” in November 2007 in which Social
Security Numbers have been identified as “sensitive”.

E2.214 dictates that Social Security Numbers may not be used as identifiers in any new
University information system and that use as an identifier shall be phased out in
existing information systems.

Additionally E2.214 also mandates that Social Security Numbers be included as a data
element only where required by University operations or when consistent with State and
Federal laws and that all other collections of Social Security Numbers be phased out.

E2.214 specifies that all individuals with access to or responsibilities for sensitive
information are required to sign the UH General Confidentiality Notice which details their
responsibilities in protecting sensitive information.

The University will be reviewing all Personal Information Systems identified in the
University of Hawaii Personal Information System Survey Annual Report as defined in
Act 10, Section 4 to ensure compliance with Act 10, Section 11.
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